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Introduction

The Be Internet Awesome (BIA) program has been designed
to build digital citizenship competences among young peo-
ple, to support childreninbeing more safe and confident on-
line, and to use the Internet responsibly and creatively. The
program is directly implemented by the teachers who are
equipped with materials and thoroughly trained to deliver
the curriculum.

It was developed by Google and is currently running in 25+
countries across the world.

In Poland it has beenimplemented since 2018 by the School
with Class Foundation. It was subsequently scaled into oth-
er CEE countries.

Since 2021the Schoolwith Class Foundation has taken alead
role in coordinating the CEE effort of implementing the pro-
gram, working closely with national partners. The impactre-
port from the first two years of running BIA in CEE is available
on the https://biadall.eu/ website.

Now we are presenting the second report from an enlarged
number of countries, from the school year2023-2024: Cro-
atia, Czech Republic, Greece, Hungary, Lithuania, Poland.
Ukraine and Latvia joined in 2024, as well as Moldova (coor-
dinated by Romanian team).

The BIA program model provides a unified frame, translated

and localized by each country, consisting of:

1. acurriculum (to be used by teachers) with activities and
lesson scenarios for students (2 separate curricula for
younger children, aged 6-9 yo, and 9-14y.0),

2. general teacher training guidelines

3. anonline game directed at students (Interland)
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On the other hand, the program allows for flexibility, which
helps to tailor it to fit into the structural and sociocultural
needs of participating countries.

Depending on the needs of the educational systems, the ex-
isting programs, and competencies of teachers and educa-
tors, the in-service teacher training models in place, each
partner decides on how best to support teachers and edu-
catorsinimplementing the BIA program. The models vary on
the exact length of the teacher training, the focus on a spe-
cific topic, andits form (online or offline).

The main target group of all participating partner countries
are primary school teachers and their students, aged 9-14.
The partners working with different age groups are marked
in the table below. Almost all partners (apart from Hungary
who trains children directly) train teachers and educators ei-
ther online or on-site.

Also, every county has a specific focus on children with dif-
ferent individual needs (also marked in the table below).

This flexible approachis both helpful (in aligning the program
to the local needs) and challenging (when it comes to com-
paring the results).
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Be Internet Awesome Training Models

Duration of the training Delivery

Country and maintargetgroup mode Focus on specific groups Additional activities complementing the training program
Croatia 22honline course for Online  Children living onremote islands e 9-hourannual online conference for the whole region (neighboring countries
teachers; « Elementary school students from whose languages are mutually understandable with Croatian)
5hin-person earthquake-affected areas e Podcast and panels with students
workshops for teachers, « Roma students « Search fora betterinternet online challenge for students and teachers
pedagogical advisors ) ) )
. . e Children fromlow social and cultural e Theatre playsin BIA schools
and principals in BIA
schools backgrounds « Workshops for parents and teachers
o Digital version of a social game
e monthly workshops and webinars for teachers
Czechia 5htraining forteachers Online e Children with disabilities e Openwebinars
e Children fromlow social and cultural e Online conference for students and teachers, featuring NGOs and experts
backgrounds « BIApodcast focusing on related topics
e Implementation of BIA curriculum through long-term cooperation with
schools, integrated into work with their general culture
o Taking partin conferences of other partners on topics of digitalisation, well.
being and online safety
Greece 4h training for teachers  Online e Immigrants » Webinars for the educational coordinators of migrant children and educators
« Pre-school education teaching entrance classes
« Children from low social and cultural o Webinars for the BIA Ambassadors community
backgrounds o New BIA Toolkit for migrant children available in Greek, English, Farsi and
Arabic
Hungary 90-minute training In-person e Children fromlow social and cultural e BIA education forteachers, parents, and social workers
for children (two backgrounds « BIApresentations on SaferInternet Day
45-minute sessions) ) ) )
o BIA presentations during the 2-day media conference
Latvia 12hin-person ToT In-person e Preparation phase of the program - e 90-minute webinar for primary school pedagogues
training for Safer focus onToT, notyet on specific « 6info sessions for children at city events, focusing on children in social risk
Internet Ambassadors vulnerable groups

(teachers, librarians,
youth center workers)

groups

e Two 90-minute in-person lectures for foster parents
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Duration of the training Delivery
Country and main targetgroup mode Focus on specific groups Additional activities complementing the training program
Lithuania  13.5h training for Online and e Childrenwithindividual learning o BIAearly education content adoption & preparation for the new season
teachers in person needs « BIAfacilitators/mentors training
e Communication campaign about BIA classes and how the program has been
adapted to the national curriculum guidelines
o Teachers’ self-directedlearning and practice in classes
Poland 7h training for teachers  Online e Ukrainianrefugees and migrants e 40hself-completion e-learning course
famd/or e Pre-school education « In-depth training with experts (90 minutes each) for teachers who
Inperson « Roma community: completed the initial training
« children from from low social and * Openwebinars
cultural backgrounds e Online full-day conference for students and teachers (with live lessons and
ted-talks)
e Print & play game on countering disinformation
Romania & 4h training forteachers; Online e Children from low social and cultural o Competition for students to create awareness campaigns
Moldova 1 51, training for parents backgrounds « One Hour of Online Safety for kids in schools, organized by Adfaber
¢ Roma community in Balta Arsa, volunteers
Botosani County e Romanian Police Open Day workshops for kids
e National BIA Launch conference in Moldova and Romania
e Webinars on various topics
o Course accreditation for teachers on online safety
Slovakia 4-4.5 h training for Online, e Pre-school education o Openwebinars forteachers, parents, and educators
teachers in-person , Chjldren from low social and cultural « Student competition to promote BIA
background « Workshop for seniors in collaboration with the Ministry of Investment,
e Roma community Regional Development and Informatization
Ukraine Three 5-day trainings In-person e Focusonthe entire country, e Program preparation phase focused on training future trainers
for trainers (ToT), and online particularly frontline areas, occupied

98 hours;

4h Dive into BIA training
delivered by trainers to
teachersinschools

areas, and internally displaced people

o 4htraining sessions delivered by 20 trainers in their local communities (part
of certification) + a minimum of 5 lessons (one from each module) in their
school classes

BIA IN CEE — IMPACT REPORT 2023-2024

o



Evaluation Methodology

How did we evaluate the BIA program?

The School with Class Foundation meticulously developed
and coordinated the evaluation methodology for the BIA pro-
ject. After a series of consultations with all BIA national teams,
and considering each country’sregulations and requirements
for collecting data from minors, the Foundation prepared
evaluationtools, which were then translated into the languag-
es of all participating countries. The national partners were
tasked with gathering responses, while the final data analy-
sis was expertly conducted by the School with Class Foun-
dation team.

In 2023-2024, we extended invitations to both the young
participants of the BIA workshops and the teachers facili-
tating these sessions across all participating countries. They
were asked to provide feedback through two online ques-
tionnaires specifically designed to measure indicators aligned
with the BIA objectives. On average, the questionnaires were
completed three to six months after the program’s conclu-
sion, based oneach country’simplementation schedule. This
intentional delay allowed respondents to reflect on and in-
tegrate the potential benefits of the program into their daily
lives. The data collection process was managed by the na-
tional BIA teams in each partner country.

Thisyear’s evaluation welcomed new countries to the project,
including Ukraine. The recent addition of these countries in-
fluenced the number of respondentsin some areas due to the
shorter time frame of their participation. The tools and pro-
cedures employedin 2024 remained consistent with those
usedin 2022 and 2023, ensuring continuity in our evaluation
approach.

Due to specific constraints and limitations in certain coun-
tries, the proposed methodology could not have been ful-
ly implemented across all participating nations, particularly
in terms of the sampling procedures. As a result, only gen-
eralindicators for the overall sample from all countries could
be analyzed and interpreted. Comparisons between coun-
tries should be considered with caution and can only be dis-
cussed internally, considering the limitations of such analysis.

Finally, we analyzed the data from 2,569 students and 2,008
teachers. The data presented in this report are based onre-
sponses from approximately 20.2% of all trained teachers
and 2.1% of students who participated in the BIA classesin
2024.

Below, you will find a detailed presentation of the content and
indicators used in the two questionnaires:
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Student Questionnaire

Students assessed the impact of the BIA program using the
following five criteria:

1.

Usefulness in Daily Internet Use: This criterion explored
how applicable the lessons from the Be Internet Awe-
some classes are to students’ everyday Internet activities.
The program aims to positively influence young people’s
day-to-day online behaviour, and students were asked
toreflect onwhetherwhat they learned was useful in their
daily Internet usage. “What | have learned in Be Internet
Awesome classes comes in handy in my daily use of the
Internet.”

Confidence: Students evaluated their confidence levels
after completing the Be Internet Awesome classes, spe-
cifically regarding their ability to navigate the Internet
safely and effectively. Confidence, which includes both
cognitive and emotional aspects, is crucial as it affects
students’ self-efficacy in using the Internet responsibly,
thoughtfully, and creatively. “After the Be Internet Awe-
some classes, | feel more confident using the Internet.”

3. Knowledge: To measure this criterion, students were

asked if they felt their understanding of online safety
had increased because of the Be Internet Awesome pro-
gram. This subjective evaluation focused on the perceived
growth in their knowledge about safe Internet practic-
es. “After the Be Internet Awesome classes, | know more
about how to be safe online.”

. Implementation of Learned Skills: This criterion assessed

the extent to which students applied the lessons from the
BlA classesinreal-world scenarios. Students were asked
if they were able to put into practice the skills and knowl-
edge they gained, thus evaluating the program’s effec-
tivenessin facilitating practical application. “Iwas able to
putinto use the things | learned during the BIA classes.”

. Communicationwith Others Online: Given that social inter-

actionis acore component of the BIA program, this criterion
measured the impact on students’ ability to communicate
kindly and effectively online. Students reflected onwheth-
erthe classes helped themimprove theironline interactions
with others. “After the Be Internet Awesome classes, | know
how to communicate with other people kindly.”
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Teacher Questionnaire

Teachers participating in the program provided insights
based on their experiences using the following four criteria:

1. Usefulness of BIA for the Students: This criterion as-
sessed how teachers perceived the program’simpact on
students’ lives. Teachers reported on whether students
found the Be Internet Awesome classes valuable. “Stu-
dents said/wrote that Be Internet Awesome classes would
be useful forthemin life.”

2. Reported Follow-up Inquiry of BIA Topics by the Stu-
dents: Teachers evaluated whether students continued to
engage with the topics discussedin the BIA classes even
afterthe sessions concluded, indicating sustained inter-
estandrelevance. “After the end of Be Internet Awesome
classes, the students came back to the topics that were
discussed during their conversations.”

3. Reported Implementation of BIA Knowledge/Compe-
tences by the Students: This criterion focused on wheth-
er students applied the knowledge and skills from the BIA
classes in their daily lives, as reported by the teachers.
“Students said that they used the knowledge from Be In-
ternet Awesome classes in their life or gave examples of
suchuse.”

4. Impact of BIA Activities on Other Educational Activities
Provided by the Teachers: Teachersreflected on how the
training and experiences from the BIA program influenced
their approach to other educational activities. “What
| have learned thanks to the Be Internet Awesome train-
ing program and from conducting classes based on the
BIA curriculum is also useful for conducting other classes.”

The questionnaire also included two additional open-end-
ed questions, where students and teachers were invited to
suggest improvements for the BIA program and share their
ideas for extending its content. Students additionally were
asked to provide examples of what they had learned during
the program.

All responses were collected anonymously through country
networks using online questionnaire links after each wave of
workshops. Participation was entirely voluntary, and no private
data that could identify individual respondents was stored.

Additionally, both teachers and students had the opportuni-
ty to provide detailed feedback through open-ended ques-
tions. This qualitative data is partially presented in the report
to highlight participants’ opinions in their own words, offer-
ing deeper contextual insights. The information from these
open-ended responses was also used to showcase the ide-
as students and teachers have for further development of the
BIA program.
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Who evaluated the program?

All the questionnaires gathered were checked against the
missing sociodemographic and evaluation data. Since the
research was anonymous and voluntary, it was not possible
toidentify those who have notresponded to encourage them
to take part at a later stage.

Student sample

In this report, we have analyzed and presented data from
2,569 high-quality student questionnaires, anincrease from
1,845 in the previous evaluation. The students participating
inthe BIA classes represented nine countries (see Table 1). Of
the respondents, 52.4% were girls, 44.1% were boys, 0.7%
were non-binary, and 2.8% did not provide aresponse to the
gender question.

Among the respondents who provided their age data (41
did not or were excluded due to inaccuracies), 6.4% were 16
years old or older, 14.6% were 14-15 years old, 26.6% were
12-13 years old, 27.6% were 10-11 years old, 19.9% were 8-9
years old, and 4.9% were 7 years old or younger. The stu-
dent data from Czechia is excluded from the analysis due to
unavailability.

According to the students’ responses, most of their schools
were located in small towns (42.4%) and large cities (31.8%).
Nearly 20% of students attended schools invillages (see Ta-
ble 2).

Table1 Students by countries

Country n % in the sample
Croatia 1514 58.9
CGreece 153 6.0
Hungary 92 3.6
Latvia 24 0.9
Lithuania 199 7.7
Moldova 15 0.6
Poland 174 6.8
Romania 115 4.5
Slovakia 66 2.6
Ukraine 217 8.4
Total 2569 100.0
Table 2 Schoollocalizationin the whole student sample

n %
Village 481 18.7
Smalltown 1088 42.4
Big city 818 31.8
Outskirts/of big city 112 4.4
| do not know/do not want to answer 70 2.7
Total 2569 100.0
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Teacher sample

All the questionnaires in the database have been checked
against the missing data in sociodemographic information
and evaluation data. A number of the questionnaires had to
be excluded from the analysis since they were filled in only
partially and could not be included as a reliable source of
information.

The total of 2,008 fully completed questionnaires was col-
lected from teachers conducting BIA classes in ten par-
ticipating countries. Among the respondents, 89.9% were
female, 9.5% were male, and 0.6% did notindicate their gen-
der. The average teaching experience among the participants
was 22.7 years, with a standard deviation of 10.9 years. The
range of teaching experience varied from as little as 1year to
as many as 49 years.

The teachers worked in the following institutions (not sum-

ming up to 100% since some respondents worked in a few

different institutions in parallel):

e Kindergarten/Elementary school - 38%

e Elementary school (10-12y.0. students) - 35.8%

e Elementary school/gymnasium (depending on the school
systeminaparticularcountry) (12-15y.0. students) - 33.8%

e Secondaryschool -12.4%

e Vocational school - 3.1%

Additionally, 5.1% of respondents indicated that they teach
students with special needs. Extremely rarely (1.5%) the
teachers indicated they were teacher trainers and provided
professional training for other teachers.

The teacherrespondentsrepresented all ten countries taking
part but have not been equally distributed. Most of the teach-
ers have been from Greece, Lithuania and Romania. Teachers
from Czechia, Hungary, Moldova and Ukraine were represent-
ed the least.

Table 3 Teacher sample by countries

Country n %
Croatia 167 8.3
Czechia 10 0.5
Greece 929 46.3
Hungary 22 1.1
Latvia 89 4.4
Lithuania 317 15.8
Moldova 32 1.6
Poland 158 7.9
Romania 180 9.0
Slovakia 81 4.0
Ukraine 23 11
Total 2008 100.0
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Quantitative results

Students’ evaluation

Below a quantitative examination of the student questionnaires can be found.

Overall, nearly 90% of students found the BIA program ben-
eficial for their daily Internet use, with about 60% strongly
agreeing and almost 30% agreeing. Around 5% of students
were unsure about the program’s usefulness, while a small
minority (approximately 7%) did not find it useful.

4.2% 2.7%

4.8%
Fig.1 Students assessing the
usefulness of the BIA program
for daily use of the Internet
What | have learned in Be 29.7% 90%

Internet Awesome classed usefulness

comes inhandy in my daily use
of the Internet

. Strongly agree
Agree

| don't know /
Itishardto assess

Disagree

. Strongly disagree

4.7%

7.8%
5%

Fig. 2 Students being
confident using the Internet
afterthe BIA classes

82

After Be Internet Awesome confidence
Classes, | feel more confident

[¢)
using the Internet 30.1%

Over 50% of students strongly agree, and about 30%
agree, that after participating in the BIA program, they feel
confident using the Internet, resulting in a total of 82% pos-
itive responses. Around 5% of students were unable to as-
sess theirlevel of confidence, while nearly 8% disagreed, and
4% strongly disagreed with feeling confidentin their Internet
use. These results suggest that while the majority of partici-
pants gained confidence through the program, there remains
a small segment of students who still feel uncertain or lack
confidence in their online abilities, indicating potential areas
for further development of the BIA Program.
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Nearly 87% of students agree that their knowledge of on-
line safety increased as a result of participating in the BIA
workshops, with around 64% strongly agreeing and about
23% agreeing. Onthe otherhand, about 5% of students disa-
greed, and almost 4% strongly disagreed with this statement.
Additionally, slightly over 4% of students were unable to as-
sess whethertheirknowledge hadincreased. These findings
indicate that the workshops were highly effective for most
students in enhancing their understanding of online safety,
though a small portion did not perceive the same level of ben-
efit, highlighting areas where the workshops might be refined
or tailored to better meet all students’ needs.

59 3.7%

Fig. 3 Studentsincreasein 4.4%
knowledge on how to be safe
online after BlA classes

87%

knowledge

After Be Internet Awesome
classes, | know more about how
to be safe online

23.2%

Approximately 85% of students strongly agree or agree
that they have applied what they learned in the BIA class-
es to their everyday activities. In contrast, over 7% reported
not implementing these lessons, with about 6% disagree-
ing and almost 4% strongly disagreeing. Around 5% of stu-
dents were unable to assess whether they had incorporated
the teachings into their daily practices. These results sug-
gest that while the majority of students successfully inte-
grate the program’s lessons into their lives, a small group
does not, indicating potential areas where additional guid-
ance or support could help bridge the gap between learn-
ing and practical usefulness.

3.7%

6.3%

Fig. 4 Implementation of 5.3%
the BIAknowledge in everyday
practice.

85

implementation

| was able to putinto use
things | have learned during

Be Internet Awesome classes
34.1%

‘ Strongly agree
Agree

Disagree

‘ Strongly disagree
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Over 63% of students strongly agree, and more than 23%
agree, that participating in the BIA workshops has enhanced
their knowledge of kind and respectful communication with
others. This indicates that the program has been highly ef-
fective in promoting positive communication skills among
the majority of participants. However, slightly less than 9%
of students disagreed with this sentiment, with almost 5%
disagreeing and 3.5% strongly disagreeing, suggesting that
these students did not perceive a significantincrease in their
understanding of kind communication.

Additionally, less than 5% of students were unable to assess
whether their knowledge had improved in this area. These
findings highlight the program’s success in fostering kinder
communication among most students, while also pointing to
asmall group that may need additional support or alternative
approaches to fully grasp and implement these skills in their
interactions.

As outlined above, the vast majority of studentsindicated that
the BIA program provided them with clear benefits across all
evaluated criteria. This overwhelmingly positive feedback can
be interpreted as a strong success of the program as per-
ceived by its participants.

3.5%

4.6%

Fig. 5 Studentknowledge on 5.3%

kind communication after the
BIA classes

86

communication
After Be Internet Awesome 23.3%

classes | know how to
communicate with other
people kindly

‘ Strongly agree
Agree

Disagree

‘ Strongly disagree

However, we observed small but statistically significant dif-
ferences between the responses of boys and girls (p<0.01),
with differences typically ranging from 2 to 4 percentage
points across various categories. Generally, boys were slight-
ly more negative about the effects of the program compared
to girls.

Additionally, the location of the school did not have a statisti-
cally significantimpact on students’ responses to the evalua-
tion questions, suggesting that the perceived benefits of the
program were consistent regardless of whether the school
wasinavillage, small town, or big city. This consistency across
different settings further underscores the program’s broad
applicability and effectiveness.
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Teachers’ evaluation

Generally, teacher evaluationis in line with student evaluation, showing that in majority they assess the program very high.

Over 92% of teachers confirm that students report find-
ing the BIA program useful in their everyday lives, with more
than 50% strongly agreeing with this statement. Only a small
fraction, less than 2%, disagreed and did not confirmreceiv-
ing such feedback from students. Additionally, about one in
twenty teachers was unable to assess whether students re-
ported the program’s usefulness.

These results suggest a strong consensus among teachers
regarding the positive feedback they received from students
about the program’s impact, reinforcing its perceived val-
ue in enhancing students’ daily experiences with the Internet
and related skills. The minimal disagreement and uncertain-
ty among teachers indicate that the program’s benefits are
widely recognized within the school community.

o,
1.4% 0.6%

4.8%

Fig. 6 Usefulness of the BIA
program reported by the
students to the teachers

42.8% 93%

Students said / wrote that Be
usefulness

Internet Awesome classes
would be useful forthemin life

Nearly 90% of teachers strongly agree or agree that after
the BIA workshops, students returned to discuss various is-
sues coveredin the program content, indicating a high level
of engagement andinterestin the topics presented. In con-
trast, almost 4% of teachers disagreed or strongly disagreed,
suggesting that a small number did not observe this behavior.
Additionally, 6.5% of teachers were unable to assess wheth-
er studentsrevisited the topics discussed in the workshops.

These findings highlight the program’s success in sparking
ongoing conversations among students about important
issues, demonstrating its impact beyond the classroom.
The small percentage of disagreement and uncertainty may
point to variations in student engagement or differences in
how discussions are facilitated across different countries and

classrooms.

3.6% 0.6%
Fig. 7 The follow-up 6.5%
inquiry on BIA topics by the
students

51.2% 90%

follow-up
inquiries

After the end of Be Internet
Awesome classes, the
students came back to the
topics that were discussed
during their conversations

. Strongly agree
Agree

Disagree

‘ Strongly disagree
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Nearly 87% of teachers strongly agree or agree that their
students provide feedback on applying the knowledge
gained from the BIA program in practical situations. This
suggests that a large majority of students are not only en-
gaging with the program’s content but are also actively inte-
gratingitinto their daily lives. Conversely, only 4% of teachers
reported the opposite experience, indicating that their stu-
dents do not share such feedback. Additionally, nearly 10%
of teachers were unable to assess whether students commu-
nicated their use of BIA knowledge in practice.

Theseresults underline the effectiveness of the BIA program
in equipping students with practical skills, as evidenced by
theirfeedback to teachers. The small percentage of contra-
ry or uncertain responses may reflect varying levels of com-
munication between students and teachers or differences
in how the program’s impact is perceived across different
classroom environments.

o,
1.4% 0.6%

4.8%

Fig. 8 Implementation of the
BIA knowledge as reported by
students to the teachers

93%

Students said that they used 42.8%
usefulness

the knowledge from Be
Internet Awesome classesin
theirlife or gave examples of
suchuse

0.6%

3.6%

Fig. 9 Usefulness of BIA
contentsinthe otherteacher 227
activities/lessons
What | have learned thanks 90<y

51.2% ©
tth.e Be Internet Awesome follow-up
training program and from inquiries

conducting classes based on
the BIA curriculum is also useful
for conducting other classes

The vast majority of teachers, approximately 95%, includ-
ing 57% who strongly agree, acknowledge that the activi-
ties conducted during the BIA program are useful for other
lessons they provide. Thisindicates that the skills and knowl-
edge imparted in the BIA activities have a positive, trans-
ferable impact on broader teaching practices. Only a small
portion of teachers, around 2%, did not find the BIA activi-
ties useful for their other lessons, while 2.5% were unable to
assess this aspect.

These findings underscore the broader applicability and rele-
vance of the BIAprogram’s content across different subjects
and teaching contexts, highlightingits value as anintegrated
educational tool. The minimal disagreement and uncertain-
ty suggest that most teachers see clear benefits inincorpo-
rating BIA strategies into their broader teaching repertoire.

‘ Strongly agree
Agree

Disagree

’ Strongly disagree
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Open Ended Questions Analysis

Students’ responses

In open-ended questions, we asked young people what they
thought were the mostimportant things they learned as are-
sult of participating in the program, and what changes and
improvements they would suggest to the program organ-
izers. These issues were intentionally not categorized in the
questions containing cafeterias, so as not to suggest answers
to the respondents and to recognize what their actual opin-
ions and needsrelated to these two broad aspects of the im-
plementation of the Be Internet Awesome program are.

We do not quantitatively analyze the statements of the par-
ticipants - we create a kind of map based on them, showing
both the extent of what young people perceive asimportant
issues they have learned, as well as what importantimprove-
ments to the program they suggest.

When quoting statements, we always specify the age and
gender (boy/girl) of the respondent. In the case of young
people who did not specify their gender or marked another
person, we use the term “Child.”

What do children and adolescents indicate
as the most important issues they have
learned as a result of participating in

the Be Internet Awesome program?

Analyzing the statements of young people participatinginthe
program more in-depth, itis worth distinguishing several cat-
egories of responses. These are presented below with exam-
ples and a brief commentary.

BIAIN CEE — IMPACT REPORT 2023-2024

—r
N



Specific micro-skills related to online security

When asked what they learned from the program, some respondents cited very specific skills
that are related to online safety. Examples of such statements are given below:

J)

Do not click on links that may contain viruses or other threats. Be careful!
/ Girl, Lithuania, 10 years old

Don’t talk to strangers or someone you don’t know personally. Always be cautious online.
/ Boy, Lithuania, 10 years old

[there is arule] that the phone doesn’t stay in the room overnight.
/ Girl, Poland, 10 years old

Let’s be careful with whom we share information. Let’s not publish anything about
anyone without permission.
/ Girl, Hungary, 15 years old

During the course | learned how to use the Internet properly. Now | know that when
| see something disturbing on the Internet | have to tell an adult.
/ Boy, Poland, 10 years old

I’ve learned to distinguish false websites and real websites.
/ Girl, Croatia, 15 years old

I don’t give my personal information to anyone!
/ Boy, Greece, 6 years old

Do not open unknown websites
/ Child, Latvia, 6 years old

Do not click on links that may contain viruses or other threats. Use caution.
/ Girl, Lithuania, 9 years old

The skills outlined above can be located mainly in the realm
of information security, digital hygiene (and problematic In-
ternetuse), and various aspects of privacy in the area of on-
line functioning.
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Formany young people, a significant skill they have acquired
is the competence to create hard-to-crack passwords,
which they can apply using a variety of online tools.

J)

Set encrypted passwords.
/ Boy, Slovakia, 13 years old

Have a secure, long password consisting of letters,
numbers and symbols.
/ Girl, Romania, 15 years old

I know how to create a password.
/ Girl, Moldova, 12 years old

You need to have a strong password.
/ Boy, Slovakia, 11years old

It is worth noting that these seemingly “minor” skills or prin-
ciples that the program teaches may seem insignificant, es-
pecially in the context of the ambitious goals associated with
developing important values. Inreality, however, they are of
great importance, as when introduced into the daily lives of
young people they lead to real change. This applies both to
protection from dangers and the promotion of constructive
use of digital technologies and the Internet.

A general indication of the areas related to online securi-
ty in which those who took part in the class improved their
competence

In their statements, young people often indicated in which
areas covered by the program they expanded their knowl-
edge and competence.

The dominant issues were those related to online relation-
ships, the credibility of content available on the Internet and
its critical reception, and online privacy.

J)

I learned how to use the Internet safely, that you can’t be
offensive to anyone, and that not everything written on the
Internet s true.

/ Girl, Poland, 6 years old

[l learned] that you can’t believe everything that’s on the
Internet.
/Girl, Poland, 8 years old

I learned that we have to be careful on the Internet.
/ Girl, Croatia, 1Tyears old

The Internet s like a vast ocean full of threats.
/ Child, Greece, 11 years old

Now | know how to avoid dangers on the Internet.
/ Boy, Latvia, 9 years old

Not everything that is written on the Internet is true.
/ Girl, Latvia, 7 years old

I met the characters and we created a poster to remember
to be careful when using tablets.
/ Child, Greece, 5 years old

It gave me more confidence in using the Internet.
/ Boy, Lithuania, 9 years old
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J)

How to protect myself and others when | use the Internet?
/ Boy, Greece, 13 years old

Behave more responsibly on the Internet.
/ Boy, Greece, 13 years old

During the lessons, | learned how to protect my personal
information.
/ Girl, Romania

About data protection.
/ Girl, Romania, 17 years old

I have learned to talk respectfully on social media
networks.
/ Girl, Romania, 8 years old

I have to be much more careful about the Internet than
I thought. | pay attention even to small details.
/ Girl, Hungary, 15 years old

Education has given me a clearer picture of the Internet.
I learned how to be safe myself and my data.
/ Girl, Hungary, 14 years old

It should be noted that there were young people who empha-
size the value of the latest elements of the program, such as
those related to the use of generative artificial intelligence.

J)

Artificial intelligence writes essays, but does not know all
the books.
/ Boy, Poland, 14 years old

I know that not everything is as it looks, because artificial
intelligence is capable of everything.
/ Boy, Hungary, 14 years old

Based on the statements, formulated at such a level of gen-
erality, we don’t know exactly which topics have beenlearned
by young people in what way, and thus which topics can be
effectively implemented in daily life.
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General dispositions and values
that the program develops

Some young respondents pointed to more generalized dis-
positions that the program developedin them, often without
an online context.

J)

How to be kind.
/ Girl, Poland, 8 years old

How to be nice.
/ Girl, Poland, 8 years old

I’ve learned that it’s important to be nice and | can always
ask adults for help.
/ Girl, Poland, 10 years old

I learned that we need to take care of ourselves online.
/ Girl, Romania, 11years old

Being nice is cool.
/ Boy, Hungary, 10 years old

I learned to talk to people more politely.
/ Girl, Slovakia, 12 years old

From the program’s perspective, thisresultis very important,
becauseinits assumptionsitis not aimed at teaching specif-
ic micro-skills, but fostering specific values and competen-
cies, developmentally relevant not only in the online context.

The fact that some of the participants pay attention to such
issues is an important evaluation indicator and positive-
ly demonstrates the achievement of the goals set by the
program.

Use of the program content to solve the
child’s specific individual problems

Occasionally, though less frequently, young people men-
tioned how the knowledge gained from the program had
a positive impact on solving their problems related to on-
line functioning.

J)

There is alot of hate in my class in the group chats.

I know | don’t have to be like the rest for them to like me.
Someone will take a screenshot and | can getin trouble.
/ Girl, Poland, 14 years old

Such adirectindication of applicationsrelated to current life
experiences can also be taken as a positive indicatorrelated
to program evaluation.
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What changes are needed regarding the implementation
of the Be Internet Awesome program, as advocated
by the young participants in the program?

Itisworth starting with the fact that very many of the young people participating in the program
who chose to answer the open-ended questions indicate that no modifications are need-
ed. They often added that both the content and the form of the activities meet their expec-
tations. Statements of this type were made by participants from all countries participatingin
the evaluation process.

J)

More of these workshops where we learn specific things from. More such classes would
be useful.
/ Boy, Croatia, 12 years old

Everything was good, | liked everything.
/ Boy, Lithuania, 9 years old

This workshop was great and | enjoyed it very much. | would like more classes like this.
/ Girl, Croatia, 15 years old

I learned a lot of useful things and enjoyed it very much.
/ Boy, Croatia, 1l years old

Don’t change anything, it was perfect.
/ Boy, Croatia, 10 years old

Everything was great.
/ Girl, Poland, 10 years old

It was very cool.
/ Boy, Greece, 13 years old

Games and interactive activities

Young people from all the analyzed countries called formore
games and interactive activities (e.g., using a multimedia
whiteboard) in the program. Such modification needs were
formulated by both younger children and adolescents.

J)

You should add more games that we would like to play and
allow us to interact more.
/ Boy, Ukraine, 11 years old

You can make the program more interesting by adding
more interactive elements
/ Boy, Ukraine, 10 years old

I don’t know, maybe a new game?
/ Boy, Latvia, 9 years old

A new game with animals that sing about online safety.
/ Girl, Romania, 17 years old

More games.
/ Girl, Moldova, 12 years old

To have more games.
/ Boy, Slovakia, 13 years old

The program already includes game-based modules, but
they have not been implemented with equal intensity in all
countries.
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Videos and animations

Respondents also wrote that they would like to see more an-
imated videos that illustrate various problems associated
with online functioning.

J)

[How can the program be improved] By inserting videos
about why it’s not good to spend too much time on the
Internet.

/ Boy, Romania, 16 years old

[You canimprove the program by] by animating things that
happen on the Internet.
/ Girl, Romania, 16 years old

Somerespondents presented these demandsinamore gen-
eralized way, while others related them to specific content.

Interactions and discussions

Some of the youth indicated the need for the classes to be
conducted in an even more active manner than before, with
space for the active involvement of the audience.

J)

Everything was great, maybe a little more time for
discussion.
/ Boy, Latvia, 8 years old

Include adults as recipients in the
Be Internet Awesome program

Extremely interesting is the thread of statements in which
young peopleindicate that they themselves have taken ini-
tiatives to involve adults from theirimmediate environment
(e.g., parents) in the program’s activities, e.g., passing on
to them what they learnedin the classes. They also mention
thatit would be worthwhile to expand the program to include
activities aimed at adults.

J)

| tell my parents not to click links.
/ Boy, Poland, 10 years old

It would be worthwhile to combine these lessons with
adult learning so that older people can also learn how to
use the Internet safely.

/ Girl, Ukraine, 13 years old

Our parents should also participate.
/ Child, Greece, 11 years old

Such statements indicate that young people do not just
want to be educated themselves, but recognize that the is-
suesraisedinthe programalso apply to adults. Itis advisable
that the program prepares young people to support loved
ones, such as grandparents, which canbe an opportunity to
strengthen the sense of competence of young recipients.
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Insights and recommendations based on

students’ responses

Analysis of the open-ended statements of participants
and attendees allows us to formulate the following synthet-
ic conclusions:

Participants have varied perceptions of what they have
learned. Some point to expanded competenciesin spe-
cific areas (such as online safety), while a smaller group
notes the development of more general values, such as
respect and kindness. While specific skills are valuable,
what can be done (both in the context of the curriculum,
teacher training, and the actual teaching of young peo-
ple) to ensure that more participants feel they are devel-
oping and putting into practice the core values on which
the Be Internet Awesome program is based.

It is relatively rare for young participants to refer to con-
crete applications of the program’s contentin their every-
day functioning. It would therefore be worth considering
expanding the classes to include a section on practical
solutions to the program. It would also be important tore-
turn to these topics some time (e.g., several months) af-
ter the program has ended.

Itis a positive sign that many participants believe that the
program does not need changes and should continue in
its current form. At the same time, it is worth taking a crit-
ical look at the proposals of those who suggest certain
modifications.

It would also be a good idea to have a more structured
involvement of parents/guardians in the program, e.g.
through content related to digital parenting at home.
Young people could also act as digital educators for
adults, especially their loved ones.

Modification or addition of new games, videos and an-
imations can be considered, keeping in mind to tailor
these tools to the needs of particular groups (e.g., young-
er children). However, it is important not to overdo it, as
such educational materials are not a universal need (for
example, thereis quite alarge percentage of young peo-
ple who do not like games).

Itis worth developing interactive and activating forms of
classes. One can think of specific attractive educational
modules based on, for example, activating debates.
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Teachers’ responses

High evaluation of the program and no need for changes

Similarly, as with the young participants, there were a great
many teachersin the survey who explicitly stated that noim-
provements needed to be made to the program, as it was
structured perfectly and according to the needs of the au-
dience. At the same time, the most frequently emphasized
element of high quality was the program and the method of
providing training to prepare for the program’s activities.

J)

There is no need for change.
/Romania, F, 29 years old

The program is very interesting and worth continuing.
/Poland, F, 31years old

At the training courses | attended, everything was very well
conducted, knowledge or various content professionally
transmitted. Very nice and friendly atmosphere.

/Poland, F

Itis worth noting that both the content and methodology of
the program itself, as well as the organizational solutions
used init, are highly rated by teachers. The vast majority of
themreported no need forany changesinthese areas. How-
ever, the following is a summary of the most commonissues
from the statements of respondents who chose to answer
the open-ended questions. These are mostly suggestions for
minor changes and modifications that can further adapt the
Be Internet Awesome program to the needs of young peo-
ple and teaching staff.

Proposed expansions by teachers on program content

Thoserespondingindicated that it would be useful to expand
the program to include the following specific topics orto ex-
pand specific content thatis already in the program:

e The problem of recognizing misinformation in online
content,

Artificial intelligence in the context of its impact on edu-
cation and social life,

e Assessing the reliability of online content sources,

e Problemsrelated to threatsin online games.

It is worth pointing out here that teachers generally cite the
need to expand the content that the program already con-
tains, rather than adding something that is not already there.
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Teachers’ proposed improvements to the program’s learn-
ing activities methodology

As for methodological solutions, respondents suggested:

e Increasing the number of classes where specific skills are
practiced,

e Increasing the number of activities that are interactive,
where young people can participate in discussions and
share their experiences,

e Introducing more games both online and traditional (es-
pecially for activities with younger groups),

e Introducing more worksheets and downloadable
materials,

e Adaptation of materials to specific groups of children
(e.g., with special needs).

Changes and improvements in the organizational sphere
proposed by teachers

Teachers’ comments related to the organization of the pro-

gram concerned the following issues:

e Structuralinclusion of parents/guardians in education-
al activities (including in the context of parental control),

e Ensuring the accuracy and relevance of translated
materials,

e Introduction of provincial or regional program
coordinators.
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Insights and recommendations
based on teachers’ responses

Analysis of the open-ended statements of participants

and attendees allows us to formulate the following synthet-

ic conclusions:

It would make sense to look at the program’s methodol-
ogy, not only at the level of general assumptions but also
in the context of the ways in which the presentersimple-
ment it. At the forefront here is the issue of such educa-
tional solutions that ensure the activity of the audience,
such as debates or online games. At the same time, itis
recommended that modifications in this sphere are not
automatic but always based on an analysis of the needs
of particular groups of recipients, such as age or special
educational needs.

It is also worth considering how to better include par-
ents/guardians in the program. It should be noted that
the need in this regard was expressed not only by teach-
ers but also by students.

With those who only implement a portion of the program,
itis worth considering which modules and why they would
be most valuable to the young people in their groups.
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Impact Report 2023-2024. Conclusions

The evaluation of the BIA program from both students and
teachers across all participating countries is overwhelm-
ingly positive, highlighting its success and impact. Nearly
90% of students reported that the program was beneficial
for their daily Internet use, with a significant portion feeling
more confident, knowledgeable about online safety, and
better equipped to communicate kindly with others. Addi-
tionally, most studentsindicated that they have implement-
ed what they learned in the BIA classes into their everyday
practices, demonstrating the program’s practical relevance.

Teachers’ feedback further supports these findings, with ap-
proximately 95% acknowledging the usefulness of BIA ac-
tivities not only within the program but also in otherlessons
they provide. About 87% of teachersreported that students
gave feedback on applying BIA knowledge in practice, and
nearly 90% observed that students revisited topics covered
in the workshops, indicating high engagement and continued
interest. Notably, over 92% of teachers confirmed that stu-
dents frequently reported the usefulness of the program,
reinforcing its perceived value from both instructional and
practical standpoints.

However, small but statistically significant differences were
observed between boys and girls, with boys generally ex-
pressing slightly more negative views about the program’s

effects. This suggests aneed to explore factors that may in-
fluence these perceptions and to develop strategies that en-
hance engagement andrelevance for all students, regardless
of gender.

Additionally, while positive evaluations were consistent
across most groups, there was a slight tendency for students
and teachers to select “agree” rather than “strongly agree”
onvarious items, indicating room forimprovement. Further-
more, a small yet stable proportion of respondents did not
provide positive evaluations on certain criteria. An in-depth
analysis of the open-ended responses from this subgroup
could offervaluable insights into specific areas forimprove-
mentin the program’s content and delivery.

Importantly, no significant differences were found in program
evaluations based on school location, suggesting that the
BIA program s equitable and effective across diverse edu-
cational settings.

These detailed results are currently being reviewed by anin-
ternational research team, and the findings will be translated
into specific recommendations for the further development
of the BIA program. These recommendations will aim to en-
hance the program’simpact, inclusivity, and effectivenessin
future implementations.
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Croatia

Udruga “Suradnici
u ucenju”

How and why are you adapting the BIA
program to your country’s educational
model, training know-how, etc.?

The Be Internet Awesome program in Croatia builds on the
computer science curriculum, enhancing students’ digi-
tal literacy, critical thinking, and ethical online behavior. The
program aligns well with the spiral model used in Croatian
schools, where digital skills are developed progressively
across all subjects. By integrating BIA as a cross-curricular
topic, digital literacy becomes an essential part of the overall
educational experience. This approach empowers teachers
across disciplines to engage with digital tools and promote
aresponsible online culture. The program also encourages
students to apply critical thinking and responsible commu-
nication while fostering active citizenship in the digital world.

One significant feature of BIA in Croatia is the Ambassadors
Program, designed for teachers from primary and second-
ary schools. Launched withimpressive success, Croatianow

has 95 ambassadors who publish their best practices, inspir-
ing others. Theirdocumented examples of digital education
are shared in Pogled kroz prozor, a monthly digital maga-
zine with 20,000 readers. Ambassadors’ participation con-
tributes to professional development, encouraging them to
innovate and share their knowledge within a collaborative
teacher community. To become an ambassador, teachers
must complete an online course, run three workshops, and
document their experiences.

This year also saw a sixfold increase in schools with BIA sta-
tus. Workshops were organized across counties, preparing
teachers and principals to implement BIA activities in their
schools, supported by plaques designating their BIA status.

Another highlight is the collaborative workshops for parents

and students, where families engage in exercises exploring

topics like the digital footprint. These interactions foster mu-
tualrespect and responsible digital behavior within the fami-
ly, creating touching moments of connection.
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Share your own research findings.

Feedback from the Ambassadors Program has been over-
whelmingly positive. Over 98% of participants expressed sat-
isfaction with the program, and 95.5% would recommend it
to colleagues. Teachers particularly appreciate the ready-to-
use lesson plans and materials that make it easy to implement
the curriculum immediately. The structured content helps
teachers apply theirknowledge in both classrooms and work-
shops, strengthening Croatia’s approach to digital literacy.

Provide a special case that
highlights the program’s impact.

A standout achievement in the Croatian BIA program is the

board game Be Internet Awesome - In Search of a Better In-
ternet, developed during the first phase of the project (2021-
2023). The game teaches safe and responsible Internet use

inafunandinteractive way. Now also available digitally, play-
ers learn at their own pace by solving tasks and receiving im-
mediate feedback on theiranswers. The gameisintended for
students aged 7 to 16 but can engage younger and older au-
diences as well. The Print & Play version allows students to

play in various formats, accompanied by a video explaining

therules.

The annual In Search of a Better Internet conference, held in

February for SaferInternet Day, gathers stakeholders, teach-
ers, and students. The BIA sessions consistently attractlarge

audiences, reflecting the program’s engaging content. In

2024, the eventincluded two panels: one forinstitutions and

anotherfor students, showcasing young people’s critical role

in Internet safety discussions.

The BIA community of teachers, supported by a closed
Facebook group, encourages knowledge-sharing and best
practice exchange. Monthly interactive webinars led by the
association Suradniciu ucenju foster professional networking
and the development of digital skills among youth. Addition-
ally, an interactive performance titled Be Internet Awesome
by the Triko Circus Theater acting ensemble managed to cap-
tivate students with its playful, song-filled lessons on online
safety, passwords, and scams.
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Czechia

Jules a Jim

How and why are you adapting the BIA
program to your country’s educational
model, training know-how, etc.?

Julesalim, z.U., has been part of the international consortium
implementing the Be Internet Awesome (BIA) program since
2021. For our organization, the program’s focus on digital
safety and wellbeing aligns with our mission to create a safe,
healthy, and nurturing learning environment in Czech elemen-
tary and high schools.

We see BIA as an opportunity to broaden our approach to
primary prevention, which covers topics from emotional and
social development to the prevention of substance abuse,
bullying, intolerance, racism, sexism, and behavioral addic-
tionsin the digital environment. The BIA program enriches our
efforts, particularly in nurturing digital safety and wellbeing.

Our activities focus on raising awareness among teachers
about digital safety and helping them build open communi-
cation with their students on both the pros and cons of digi-
tal technologies. Rather than suppress or prohibit, we aim to
build a culture of trust, where students’ digital experiences
canbe openly discussed. The experiential learning approach
of BIA fits well with our organization’s focus on non-formal
education.

In Czech public discourse, fear-based, techno-pessimistic
narratives about children's use of digital technologies unfor-
tunately prevail. Our approach is more techno-realistic, fo-
cusing on the context in which technologies can be either
beneficial or harmful, depending on factors like emotion-
al wellbeing and the satisfaction of needs. We have devel-
oped our own e-learning module on this approach, available
at: www.siteraj.cz.

The activities Jules a Jim carries out as part of the BIA program

include:

e Practical workshops for teachers on implementing BIA
methods, followed by intervision (peer-led reflection)
workshops to discuss and elaborate on their experiences.

e Online webinars and podcasts for the public on topics like
cyberbullying, digital self-care, and technology abuse.

e Long-term cooperation with schools, integrating the BIA
curriculum into their general culture.

e Participatingin conferences on digitalization, wellbeing,
and online safety, and preparing our own online confer-
ence on BIAin practice.
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Share your own research findings.

Our evaluation of BIA’s impact is primarily qualitative, based

on follow-up evaluations of workshops and webinars by par-

ticipants, as well as feedback from teachers who have adopt-
ed the methodology. Key insights include:

e Teachers are surprised by the importance of addressing
digital topics as early as first grade (ages 6-10).

e Increased awareness of how online and offline environ-
ments are interconnected.

o Teachers see the impact of BIA beyond digital safety, ex-
tending into subjects like digital literacy, media literacy,
civic education, and civic engagement.

e Adoption of non-formal educational methods alongside
formal ones.

e Ashiftinviewing digital technologies as both opportuni-
ties and potential risks.

J)

The training helped me reflect on aspects of media
literacy and media education that | don’t usually consider.
It also introduced me to different approaches to
achieving educational goals. | was very pleased with the
methodological materials provided.

The training has been eye-opening in terms of discussing
digital topics with children from an early age. We

adults often don’t realize how significant a part digital
technologies play in young people’s lives.

It seems to me that children sometimes don’t fully
differentiate between online and offline realities. We
shouldn’t judge this, but instead, learn to view the
situation through their eyes.

The BIA methodology inspired improvements not only in
computer science classes, as | expected, but also in other
subjects like civic education and financial literacy.

/ Quotes from teachers taking part in the online webinars
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Greece

FORTH

How and why are you adapting the BIA
program to your country’s educational
model, training know-how, etc.?

In Greece, the implementation of the Be Internet Awesome
(BIA) program follows a multifaceted approach, built around
the train-the-trainer model, but enhanced with additional el-
ements. These include in-person training sessions in various
classroom settings, outreach to vulnerable groups, and the
creation of tailored educational tools.

During the 2023-24 school year, we adopted a more in-depth
strategy. Our refined approach prioritized a comprehensive
understanding of individual curricula, shifting from wide-scale

dissemination to more focused and practical learning expe-
riences. We implemented two separate two-hour sessions,
designed to provide educators with thorough, hands-on
training. This was complemented by in-person sessions to
assess the applicability of the activities and the transfer of
knowledge from educators to students.

Additionally, we focused on the education of coordinators
and teachers working with migrant and refugee children. In
collaboration with the Ministry of Education, we offered on-
line webinars aimed at these populations. The availability of
the BIA curriculum in Farsi - spoken by most migrant children
in Greece - facilitated this process.
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Share your own research findings. 4

The Be Internet Awesome program teaches children
The BIA Toolkit is designed for educators, youth aged 13-15,  everything they need to know about using the Internet
and, specifically, forrefugee and migrant childrenin Greece.  safelyin an experiential and playful way, moving away

The toolkit focuses on: from traditional learning methods. [The game] Interland

e Promoting digital literacy through interactive materials. is an especially valuable tool that captures children's

e Raising awareness about critical issues on the internet. interest.

e Targeting vulnerable social groups, particularly migrants
and refugees, who face higherrisks online. This dynamic, multifaceted program captivated the

e Addressing current, relevant issues that engage young children and taught them about Internet safety, while also
people from all backgrounds. enhancing teamwork, empathy, and collaboration - skKills

they need today. It can be integrated into subjects like
Refugee and migrant children often face unique challeng-  language, computer science, and art.

es when navigating the digital world. These may include lan-
guage barriers, lack of awareness of support systems, orfear  Greek schools have long needed a program like this, as
of seeking help due to theirimmigration status. The BIA Toolkit it combines learning with play through modern materials
addresses these challenges through scenarios and quizzes that fascinate children.

on topics such as online scams, hate speech, excessive In-
ternet use, misinformation, and sexting. The toolkit is availa- A complete and modern tool that every teacher should
ble in Farsi, Arabic, English, and Greek. implement in their classroom.

A pioneering program that maintains children's interest
through games.

This program is suitable for all children, even those who do
not speak Greek as their first language.

/ Quotes from teachers
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International
H U n g a ry Children’s Safety

Services (ICSS)

How and why are you adapting the BIA « Age-appropriate content: The programis tailored to dif-
program to your country’s educational ferent age groups. Younger students receive foundational
model, training know-how, etc.? knowledge, while older students address complex topics
such as the digital footprint, sexting, grooming, and on-
Adapting the Be Internet Awesome (BIA) program to Hunga- line privacy.
ry’s saferInternet educational framework involves severalim- e Teacher training: We aim to expand the reach of BIA by
portant steps to address local needs: training more teachers and social workers. This ensures
e Curriculumalignment: We align BIAcontentwithHungary's they can provide children with authentic knowledge and
national educational curriculum, complementing sub- address Internet-related challenges, enhancing the pro-
jects like computer science and ethics. This integration gram’s sustainability.

reinforces Internet safety within the broader education-

al context. Adapting BIA to Hungary’s specific online landscape allows us
e Interactive educational activities: We emphasize inter-  to address particularrisks like cyberbullying and privacy con-

active elements like group discussions, role-playing, and cerns. It also promotes collaboration with local stakeholders,

simulations. This hands-on approach fosters active partic-  including parents and community organizations, ensuring that

ipation, helping students betterinternalize the concepts.  Internet safetyisreinforced beyond the classroom.
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Share your own research findings

This year, we participated in Digital Theme Week (8-12 April),
Hungary's largest digital pedagogical initiative, launched in

2016 by the Ministry of Human Resources. The event focus-

es ondeveloping digital literacy and helping teachers design
lessons based on safe digital tools. Schools were eager to
participate in digital safety education.

However, trainers observed concerning online habits among
children. Many do not feel at risk online, use public profiles,
and chat with strangers. Some children spend up to five hours
online daily without parental supervision, as parents are often
unaware of their activities. BIA training also revealed that girls
tend to be more openin the digital space than boys. During
Digital Theme Week, our trainers reached 1,976 childrenin 19
schools.

J)

Every part of the lecture was informative and thought-
provoking. The interactivity deepened the discussion, and
the children continued talking about Internet dangers long
after the lecture.

The program was very interesting. The topic was beneficial
to me both as a parent and a teacher. | learned a lot about
this major challenge of our time and possible solutions.

We wanted to organize a fun, educational Internet safety
training for children at our community center. These
children, like many disadvantaged people, are more
exposed to online dangers. They start using social media
platforms, such as TikTok and Snapchat, at a young age
without parental control. Many also have concentration,
behavior, and learning difficulties. Despite this, they were
very engaged during the BIA training. Since then, they’ve
played Interland instead of spending unproductive time on
social media.

/ Quotes from teachers
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n International
La tVI a Children’s Safety

Services (ICSS)

How and why are you adapting the BIA « Summer public events: During summer city celebra-
program to your country’s educational tions, we hosted interactive activities for families, us-
model, training know-how, etc.? ing tools like a "wheel of fortune" to spark discussions
about Internet safety. Over 2,000 families participated

In Latvia, we tailored the BIA program to fit our local educa- in these events, engaging children and parents in mean-
tional environment by using a combination of school-based ingful conversations.
and public event-driven activities to engage both students e Teacher training webinar: A dedicated webinar was or-
and teachers. Below are key actions we took to adapt and ganized to introduce the BIA guidebook for teachers, fo-
promote the program: cusing on children aged 6-9. This allowed educators to
e Pre-launch activity: Before the official launch, we organ- get a comprehensive understanding of how to use the

ized a challenge for schools, where 507 teachers regis- programin their classrooms.

tered and received materials to host creative activities

with more than 12,000 children participating. These efforts ensured that the BIA program was effectively

o Official programlaunch: The program was launched with adapted to suit both formal school environments and infor-
a national event that included a live contest for schools, mal public gatherings, while also providing ongoing support
broadcast on Facebook. This activity helped boost visi-  andresources forteachers.
bility and encourage broader participation.

e Incentives forteachers: To motivate teachers, chocolates
were sent to those who successfully organized activities
in their schools, offering a lighthearted way to show ap-
preciation for their efforts.
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Share your own research findings.

Teachers shared valuable insights into their experiences with
implementing BIA and the challenges and successes they
faced:

o Difficult concepts for children: Teachers noted that cer-
tain themes were harder for students to grasp. For ex-
ample, “BRAVE” was difficult for children to relate to the
Internet context, as they understood bravery only in re-
al-life situations. Similarly, the concept of being “STRONG”
by distinguishing safe from unsafe online spaces and ac-
tivities was a challenge for children who didn’t fully com-
prehend the dangers of the Internet.

e Engagement highlights: Teachers observed many mean-
ingful and creative moments during the activities. Children
were deeply engaged, creating theirown characters and
role-playing scenarios based on Internet safety lessons.
Some children even compared Internet safety traits to an-
imals, with “KIND” represented as a cat and “STRONG” as
a dog, making the lessons more relatable.

e Peerinteractions: A standout observation was how old-
er students (10th grade) took the initiative to help young-
er students (4th grade) during activities. This cross-age
engagement helped both groups better understand the
material.

e Parental involvement: In some cases, parents assisted
their children with the activities, and while parents found
it challenging, this underscored the importance of shared
learning experiences at home.

e Learning outcomes: Children learned not only about
practical Internet safety measures but also broader val-
ues, such as being responsible for their online actions,
asking for help when needed, and understanding that
Internet safety mirrors real-world values like respect and
responsibility.

Teachers generally agreed that students have a solid theo-
retical understanding of Internet safety, but they often for-
get or fail to apply these lessons in practice. Many children
know not to share personal information like phone numbers
or passwords but need more frequent reminders to keep
these topics fresh. Some students are highly knowledgea-
ble, while others do not fully appreciate the importance of
Internet safety. However, teachers noted that students are
unafraid to ask questions, whichis key to deeperlearning and
understanding.

J)

Children understood that knowledge about the Internet is not just about
using popular social media or online shopping. The Internet is a much wider
world with many challenges. They learned to be BRAVE by asking for help
when needed, and to avoid careless actions that could lead to irreversible

consequences, both for themselves and others.
/ Quote from teacher
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Lithuania

Vedliai

How and why are you adapting the BIA
program to your country’s educational
model, training know-how, etc.?

Starting in the 2023-24 school year, online safety became
amandatory topicin Lithuania’s national curriculum under the
computerscience subject. To meet this new requirement, we
adapted the BIA program to align with the local standards and
provide structured resources that make it easier for teach-
erstointroduce essential online safety skills in the classroom.
The BIA program is now officially accredited by Lithuanian
educational institutions, ensuring its legitimacy and wide
applicability.

Key focus areas:

Curriculum alignment: The BIA program was designed to

meet the specific requirements of Lithuania’s new curric-
ulum for online safety education.

Preschool and elementary school focus: Recognizing the

vulnerability of younger students, we expanded the BIA
program to provide specialized resources and training for
preschool and elementary school teachers.

Special needs students: As part of Lithuania’s education

reforms, the integration of special needs students into

mainstream classrooms must be completed by 2025. We

launched an initiative aimed at making the BIA program

more accessible to special needs students by creating

specific guidelines and adapting materials to meet their
needs.
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Share your own research findings.

This year, we used our teaching platform to grant schools
access to the BIA program, and collected valuable insights
aboutitsimplementationin Lithuanian classrooms.

Our teaching platform features:

Adapted materials: Teachers have access to detailed les-
son plans and activities, including recordings from online

sessions. These step-by-step guides help teachers ef-
fectively incorporate online safety education into their
lessons.

Virtual learning assistant: A virtual assistant aids stu-
dents in self-paced learning, allowing them to explore

online safety topics creatively and independently. This

tool was particularly useful for third-grade students dur-
ing the 2023-24 school year, as it encouraged hands-on

tech exploration.

Accessibility improvements: We made the BIA platform

more accessible by adding shorter descriptions, more vis-
uals, various fonts, read-aloud options, and step-by-step

instructions - ensuring that students with special needs

could engage at theirown pace.

Teacher training and support:

We organized five online training sessions for teachers
during the 2023-24 academic year. These sessions in-
troduced the BIA curriculum and were recorded so that
teachers could revisit the content later.

We provided two specialized training sessions for teach-
ers working with special needs students. These sessions
featured experienced educators who shared practical
tools and strategies for adapting BIA materials to special
needs classrooms.

Amentorship program was introduced to offeryear-round
support. Teachers couldreceive help from mentors during
live sessions and access guidance on our teaching plat-
form. This continuous support ensured the smooth inte-
gration of BIAinto classrooms.

Offline launch event:

In collaboration with Google Lithuania, we hosted an offline

launch event on November 29, 2023. This event brought to-

gether teachers, educators, and experts to discuss the im-
portance of Internet safety and how the BIA program can
empower students with special needs. Participants engaged
in hands-on learning experiences focused on adapting the

curriculum to diverse classroom settings.

Researchinsights:

Ourresearch showed that the BIA curriculum is flexible
and suited to students from preschool to eighth grade.
However, we still lack detailed feedback from preschool
teachers.

The virtual assistant on our teaching platform was wide-
ly used by third-grade students during the 2023-24
schoolyear.

J)

[We studied] 'Whenin
Doubt, Talk It Out,' and
today we finished 'Share
with Care.' The children
really like it. They feel so
advanced and strong. One
lesson per week is not
enough for us, we need
two! So many emotions!
/ Jolanta, elementary
school teacher

BIA IN CEE — IMPACT REPORT 2023-2024

1N
N



Poland

How and why are you adapting the BIA
program to your country’s educational
model, training know-how, etc.?

In Poland, we have focused on training preschool and ele-
mentary school teachers, primarily those teaching computer
science, Polish, and English (but also other subjects). In total
training 1,400 teachers.

Due to Russia's invasion of Ukraine, we placed significant
emphasis on supporting teachers working in multilingual en-
vironments. During the training sessions, we made sure to
demonstrate how teachers can use Polish and Ukrainian BIA
materials not only for digital media education but also for dis-
cussing universal values and addressing challenging situa-
tions between children from different cultural backgrounds.

While developing the training cycle for teachers, we consid-
ered the widespread issue of teacher burnout. Contributing
factors included the chaos associated with educational re-
forms, the pandemic, and the war in Ukraine, which led Polish
schools to accommodate over 183,000 Ukrainian children.
We ensured that educators were provided with engaging
training models and flexible, varied forms of participation,
tailored to their capabilities and needs. Our proposed train-
ing programs, resources, and support groups served as an
alternative to the traditional educational system, which many
teachers find rigid. We ensured that workshops on teaching

digital citizenship were also an opportunity to introduce
modern teaching methods, such as design thinking. The core
training model consisted of a series of sessions lasting a to-
tal of 7 hours. In the 2023-24 school year, 26 of our trainers
dedicated 290 hours to preparing teachers to conduct dig-
ital citizenship lessons.

To enable teachers to further their education at their own
convenience, in addition to standard training, we also offered
a 40-hour self-paced online course, a series of addition-
al specialized training sessions and webinars, and a nation-
wide online conference. This full-day event included lessons
for students and training for teachers, with over 900 teach-
ers and their classes participating

Share your own research findings.

Apart from the general international evaluation of the pro-
gram, every training was separately evaluated. Feedback was
provided both onthe competences of the trainers as well as
ontheincrease in confidence among the training participants
(91%) and the perceived improvement of their teaching skills
(81%). Also, over 82% of teachers declared a continued in-
terest to use BIA materials also in the upcoming school year,
2024-25. However, aninteresting challenge has beeniden-
tified in the process, namely, the reluctance of teachers to
talk to their pupils' parents about digital education. This in-
sightrequires furtherresearch.

School with Class
Foundation

J)

The mostimportant thing
was the exchange of
experiences.

The training was a very
interesting workshop, with
active involvement from
the participants.

During the training,

there was a pleasant
atmosphere, and methods
that encourage out-of-
the-box thinking (design
thinking).

/ quotes from teachers
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Romania and Moldova

Asociatia Adfaber

How and why are you adapting the BIA
program to your country’s educational
model, training know-how, etc.?

In Romania, the Be Internet Awesome (BIA) program has been
adapted to fit the national education framework. We part-
nered with the Ministry of Education to deliver a 40-hour
accredited course for teachers, integrating BIA with digital
skills and Al in teaching. This course ensures that educators
learn how to understand and apply the program's core val-
ues throughinteractive sessions.

Additionally, we offer a fast and intensive 3-day, 5-hour online
course for teachers in November, a format most educators
prefer. For those interested in a more flexible option, a self-
paced course is available on our e-learning platform. This in-
cludes a 3-hour presentation of the curriculum and materials,
with shortvideos where eachlessonis presented by a trainer.

Share your own research findings.

We gather feedback from teachers through surveys and our
annual BIA outreach visits, where we visit schools to collect
direct input from both students and teachers, particularly
in remote areas where digital literacy resources are limited.
These surveys reveal that teachers appreciate structured, on-
going support. As aresult, we focus on creating sustainable
materials like podcasts, articles, and otherresources to keep
both teachers and parents engaged long-term. Over 70% of
participants report increased student awareness of online
safety after completing the program.

Additionally, we receive videos and photos from teachers
who have implemented at least one BlA lesson in their class-
rooms, demonstrating the positive effects of the program.

J)

Teachers can use these materials to guide their own classes Before this program, my students learned from their mistakes online,

or play the videos directly for students and follow the pro-  with passwords stolen, inappropriate content, and stories shared in the

vided instructions. classroom that they couldn’t tellanyone. Now, they ask more questions
and have even started their own online safety campaign at our school.

After completing the training, teachers apply theirnew knowl-  It’s amazing to see them take the lead!

edgeinthe classroom, encouraging students to practiceon-  /one notable success story comes from a teacherin arural Romanian

line safety skills. Our partnerships with the Romanian Police school

and the Department of School Safety further extend ourim-

pact by integrating our resources into national campaigns.
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Moldova: Early-stage Implementation
and the next steps

In Moldova, the Be Internet Awesome program isin the be-
ginning phases. We have partnered with the Ministry of Edu-
cation to train 65 teacher trainers, addressing the country’s
bilingual context with both Romanian- and Russian-speak-
ing educators.

These trained teachers are now starting to provide in-person
and online sessions to help schools integrate the BIA curric-
ulum. As the program is still being introduced, schools are
gradually incorporating online safety discussions into class-
rooms, and teachers will soon be submitting reports on their
activities with students.

To ensure wide adoption, we are planning to trial online teach-
er training alongside the current in-person format. This will

help us assess which method proves more effective. Over the

coming months, we will visit schools to observe how teach-
ers and students are engaging with the material and identify
any challenges in discussing online safety in class.
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Slovakia

How and why are you adapting the BIA
program to your country’s educational
model, training know-how, etc.?

Share your own research findings.

More than 1,200 participants of our workshops completed

afeedback questionnaire. The results were very positive, with

We offer two types of workshops/lectures to teachers and
anyone who works with kids, each lasting approximately 2.5
hours. Workshop 1focuses on “soft” topics such as safe shar-
ing practices and maintaining a safe online presence. Work- e
shop 2 addresses more technical topics, like passwords,
scams, and phishing.

The workshops are conducted online by two facilitators, with .
a maximum of 30 participants. This ensures active participa-
tion, as there are many questions, discussion prompts, and
small exercises.

The importance of educating our educators and other youth
workersinthese areasis very high, as there are very few train-
ing opportunities offered by the state in this field, especially
for childrenaged 5to11.

participants expressing satisfaction with the organization and
logistics, as well as noting they had gained useful new knowl-
edge fortheirwork.

Do you agree that you have gained new knowledge
about digital safety?

Average: 4.7/5 points

(5 =completely agree, 1= completely disagree)

Will you be able to use BIA teaching materials at your
work?

Average: 4.7/5 points

(5 =completely agree, 1= completely disagree)
Have you been able to test out activities that are linked
to the national curriculum?

Average: 4.6/5 points

(5 =completely agree, 1= completely disagree)

Manageria

J)

Don't hesitate to sign up;
it’s a current topic you
need to know as much as
possible about so that the
information can be passed
on to children.

| definitely recommend it -
there’s a lot of material for
lessons that can be used
even without a computer.

Great training that was
very interactive. | definitely
recommend it.

/ quotes from teachers

J)

I really liked the game,
andllearnedalot. | also
learned that if something
doesn't seemright to me
on the Internet, | should
consult it with my parents
or another adult. And you
have to be very careful.
/aquote from a student
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